HIGHLIGHTS

= Comprehensive software platform
with integrated networking
protocols, VPN, stateful inspection
Firewall and graphical user
interface

Ideal for enterprise-class
networking environments

= Designed with advanced
networking security capabilities to
protect large enterprises from
external and internal threats

= Industry-certi ed VPN and Firewall
features to ensure interoperability
and compliance with latest
standards
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sME/enterprise solutions

iIGateway EX SecureEnterprise

Requirements for enterprise gateways and
security appliances include sophisticated
Firewall capability and support for IPsec
VPNs between multiple secure networks. In
addition to providing virtual Firewalls and
VPNs to each secure network, enterprise
gateways need to provide wire-speed
throughput with complex TCP/IP routing
applications, advanced IP services, multi-
WAN technologies, and ensure security of
data, applications and gateways.

The primary challenge before networking
Original Equipment Manufacturers (OEMSs)
who are building enterprise-class gateways
is to quickly deliver cost-effective devices
that support new and emerging applications
with minimum management and mainte-
nance. Additionally, enterprise gateways
need to provide a high degree of reliability
with high availability platforms, dual or
redundant processors, scalability, expand-
ability, and manageability.

The iGateway EX SecureEnterprise software
platform allows OEMs to rapidly build
next-generation enterprise gateways with
desired levels of security. The platform
comes complete with integrated networking
protocols, IPsec VPN, a stateful inspection
Firewall and an easy-to-use graphical user
interface.

intoto

The VPN software in the iGateway EX
SecureEnterprise is an enterprise-class VPN
solution with support for IPsec, IKE v1/v2
and advanced protocols for PKI
infrastructure, while the Firewall module is a
full-featured, stateful Firewall with NAT,
application level gateways and
interface-based access policies. These
features also include multiple instances of
virtual rewalls and virtual IPsec VPNs for
secure networks. Additionally, the VPN
module of the iGateway EX SecureSME
achieved certi cation from VPNC and ICSA
Labs, and the Firewall module received
certi cation from ICSA Labs.

The iGateway EX architecture is agnostic to
hardware platforms, operating systems and
accelerators, providing the exibility needed
for customization and differentiation. Intoto
has done the development design work to
ensure its software is portable to any
processor, hardware or OS and delivers
industry-leading performance. To
accomplish this, Intoto has developed
long-standing, close relationships with the
industry’s leading hardware and processor
organizations, including Intel, Motorola,
Broadcom, Hifn, Cavium, WindRiver, Monta
Vista, LSI, Agere and many more.
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iGateway EX SecureEnterprise

sME/enterprise solutions

Bene ts

®Accelerates time-to-market

“® Improves ROI

®Reduces product development cycles
®Provides comprehensive software solution
®Addresses needs of enterprise users

® Industry-proven installations worldwide

®Certi ed by ICSA Labs for interoperability
®Certi ed by VPNC for interoperability
®Hardware platform, OS, accelerator agnostic
*Flexible for customization and differentiation
®Easy-to-use management interface
®Reliable standards-based solution

Key Features

* Includes the following networking protocols to meet the needs of enterprise users

WAN interface: PPPoA, PPPoE, PPP, DHCP client
LAN interface: DHCP relay, DHCP server
Network Gateway: RIP v1/v2

* Comprehensive stateful packet inspection Firewall certified by ICSA Labs

Virtual Firewall for several secure networks with interface-based filtering
L2 transparent Firewall

Countering cyber attacks

Port triggering

Basic NAT, extensive ALGs and protocol support

Application content filtering

Symmetric multi-processor (SMP) support

High availability support

Inline security accelerator support

° Highly interoperable and standards-based VPN certified by VPNC and ICSA Labs

Virtual IPsec integrated with IKE v1/v2 for several secure networks

PKI-LDAP v3 client (for CRL retrieval), SCEP (for certificate enrollment and CRL retrieval),
PKCS#7 and OCSP

Symmetric multi-processor (SMP) support

High availability support

Cryptography accelerator support

° Easy-to-use management interface

Web, CLI, and configuration load and save

iGateway EX SecureEnterprise Architecture Diagram
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software platforms, visit:
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